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NIST Cryptographic Standards 
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• Data Encryption Standard (DES), 

published 1977 as Federal 
Information Processing Standard 
(FIPS) 46
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• Enable to secure the emerging 

applications – Internet, digital 
communications, open platform, 
etc.

• Enhance security strength to 
against more sophisticated attacks
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Quantum Impact to Cybersecurity 

• The security of public-key cryptography is based on 
hard problem assumptions for classic computers, 
e.g., integer factorization for RSA and discrete 
logarithm for DH and ECDSA 

• Quantum computers changed what we have 
believed about the hardness
• By Shor’s algorithm, factorization and discrete logarithm 

problems can be solved by quantum computers in 
polynomial time

• Quantum computing also impacted security strength 
of symmetric key based cryptography algorithms by 
Grover’s algorithm – manageable by increasing key 
size if necessary







NIST PQC Standards – Scope and security

• Key encapsulation mechanism (KEM)
• Digital signature

Security – against both classical and quantum attacks

Computational resources should be measured 
using a variety of metrics

1. Number of classical elementary operations, 
quantum circuit size, etc…

2. Consider realistic limitations on circuit depth (e.g. 
240 to 280 logical gates)

3. May also consider expected relative cost of 
quantum and classical gates.



NIST PQC Standards – Milestones and Timeline



Current Status

• Selected algorithms are specified in draft FIPS and called 
for public comments
• The received public comments are posted at NIST website 

under each of the draft FIPS
• NIST team is actively working on the resolutions and decisions 

for the final publication 
• Major decisions have been presented at the 5th NIST PQC 

Standardization Conference and followed up in pqc-forum
• NIST plans to make the 4th round selection in 2024
• NIST called for additional signatures in 2022 to evaluate 

general-purpose signatures based on diversified math 
problems
• Currently, 40 candidates are under consideration

• Some candidates were presented by posters at the 5th NIST 
PQC Standardization Conference

Selected Algorithms and Draft FIPS
• Draft FIPS 203 “Module-Lattice-based Key-Encapsulation 

Mechanism Standard” (ML-KEM) (CRYSTALS-Kyber)

• Draft FIPS 204 “Module-Lattice-Based Digital Signature 
Standard” (ML-DSA) (CRYSTALS-





Next Generation of  Cryptographic Standards

• Cryptographic standards must deal with 
• Extremely powerful attacking technologies such as quantum computers; and
• Extremely constrained implementation environment such as IoT devices

• The PQC transition is beyond quantum vulnerable to quantum resistance
• It is a transition to cryptographic schemes satisfying modern security concepts such as ciphertext 

indistinguishability under adaptive chosen ciphertext attack (IND-CCA2) for key encapsulation 
mechanisms (KEMs) and Existential Unforgeability under Chosen Message Attack (EUF-CMA)

•







USG PQC migration

National Security Memo 10 (May 10, 2022)

•





Summary
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For NIST PQC standardization
Check out www.nist.gov/pqcrypto 
Sign up for the pqc-forum for announcements & discussion
Contact us at: pqc-comments@nist.gov 
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