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Data Movement and Control in Computing Continuum

On Field 
Sensors Clouds HPC Systems & Data 

Centers

Edge & Near Edge
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How to provide end-to-end security for these 
emerging applications on computing continuum with 

HPC systems?

Broad Challenge: 
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Three Levels of Security Support: 

End-to-end Security

HPC Security

MPI Security
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HPC Overview
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• Challenges in HPC Security

• Challenges in MPI Security

• Overview of the MVAPICH MPI Library Project

• Examples of MPI Security Solutions

• Conclusions

Presentation Overview
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Overview of the MVAPICH Project
• High Performance open-source MPI Library 

• Support for multiple interconnects
– InfiniBand, Omni-Path, Ethernet/iWARP, RDMA over Converged Ethernet (RoCE),  AWS 

EFA, OPX, Broadcom RoCE, Intel Ethernet, Rockport Networks, Slingshot 10/11

• Support for multiple platforms
– x86, OpenPOWER, ARM, Xeon-Phi, GPGPUs (NVIDIA and AMD)

• Started in 2001, first open-source version demonstrated at SC ‘02

• Supports the latest MPI-3.1 standard

• http://mvapich.cse.ohio-state.edu 

•

http://mvapich.cse.ohio-state.edu/
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MPI (MVAPICH)-driven Converged Software Stack for 
HPC, AI, Big Data, and Data Science
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High Performance Parallel Programming Models

Message Passing Interface
(MPI)

PGAS
(UPC, OpenSHMEM, CAF, UPC++)

Hybrid --- MPI + X
(MPI + PGAS + OpenMP/Cilk)

High Performance and Scalable Communication Runtime
!"#$%&$'()*&'+,-'.$/0+,"&1&
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• Challenges in HPC Security

• Challenges in MPI Security

• Overview of the MVAPICH MPI Library Project

• Examples of MPI Security Solutions

• Conclusions

Presentation Overview
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– An industry sponsor of this workshop

• )*&0&C0+$8/07'"/,8$/D$8+*7>+$*/<<7,"*&'"/,$<"220+3&>+$C&8+2$/,$'4+$?)E$
FGHIAJKL$0"C>&>1

• M0+:"C0+$)7NN/>'$D/>$<70'"N0+$*>1N'/#>&N4"*$0"C>&>"+8$&,2$+,*>1N'"/,$8*4+<+8($
*/,D"#7>&C0+$N+>$78+>$>+O7+8'

• )7NN/>'8$))PQRP)$+,*>1N'"/,$N>/'/*/0
• )7NN/>'8$8+*7>+2$N/",'6'/6N/",'$*/<<7,"*&'"/,$/N+>&'"/,8$9C0/*S",#$&,2$,/,6

C0/*S",#= D/>$",'+>6
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Secured MPI Performance: OSU_Latency Micro-
benchmark

X Blocking point-to-
point send/recv

X 2 nodes, 1 ppn
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Secured MPI Performance: OSU_Alltoall Micro-
benchmark
X
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•



http://nowlab.cse.ohio-state.edu/
mailto:panda@cse.ohio-state.edu

